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Introduction

The Republic of Korea, one of the five strategic partners of the EU in the Indo-Pa-
Keywords cific, entertains not only a closely-knit framework of agreements with the EU but
cyber security, South Korea-EU cyber is also the only country which has concluded three comprehensive agreements

diplomacy, cyber defence, (cyber)

deterrence, EU Cyber Diplomacy Toolbox (Framework Agreement/Free Trade Agreement/Crisis Management Framework

Participation Agreement) with the EU.

Article history Based on the Framework Agreement, a cyber dialogue is held with South
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mobile networks, Quantum and High-Performance Computing, cyber security,
artificial intelligence, platforms, data and skills.

South Korea excels technologically in [T-related matters and is one of the
most connected societies worldwide. Therefore, cyber security became the pilot
project of the ‘Enhancing Security Cooperation in and with Asia’ (ESIWA)
program between the EU and Korea. The goal of the program is “to safeguard
its citizens, defend the fundamental values upon which the Union is founded,
including the protection of human rights, uphold the international rules-based
system, promote multilateralism, contribute to regional stability, prevent violent
conflicts and secure the Union’s economic interests”.? Cyber security, maritime
security, counter-terrorism, CBRN-proliferation/disarmament and hybrid threats
are ESIWA’s key areas of engagement based on the recognition, that “European
prosperity and Asian peace and security are closely connected”, therefore, “the
European Union has decided to strengthen its security cooperation in and with
Asia.””

Cyber security, EU foreign policy and cyber diplomacy

Ever since the first Cyber Security Strategy of the EU was published in 2013,
cyber security has become a top security priority. The security doctrine of the EU,
the Strategic Compass, is clear on this issue: “We must also be able to swiftly

Corresponding author and forcefully respond to cyberattacks, such as state-sponsored malicious cyber
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Consequently, for geopolitical and geo-economic reasons, there is a need to
integrate cyber security into the EU’s foreign and security policy and to engage
with third country partners —in particular in the Indo-Pacific region which houses
many of the technological leaders. Cyber security has become a cross-cutting
issue, concerned with an ever-increasing critical infrastructure e.g. structures
essential to keep economies running, people connected or even alive.

Cyber diplomacy

Cyber diplomacy as part of the Common Foreign and Security Policy (CFSP)
aims at conflict prevention, the mitigation of cyber security threats, and greater
stability in international relations through rule setting, governance building but
also in influencing potential aggressors. In protecting citizens and economies,
cyber diplomacy includes deterrence which “complements or reinforces the
established elements in the cyber diplomacy toolbox - capacity building, con-
fidence-building measures, and cyber norms”.> Countermeasures taken against
malicious cyber activities under the EU Cyber Diplomacy Toolbox® need to be
proportionate to the scope, scale, duration, intensity, complexity, sophistication
and impact of the cyber activity they respond to or aim to prevent.

In drawing on this Toolbox, the EU established in 2019 an autonomous
sanction framework allowing “to impose targeted restrictive measures to deter
and respond to cyber-attacks which constitute an external threat to the EU or
its member states, including cyber-attacks against third States or international
organisations where restricted measures are considered necessary to achieve the
objectives of the Common Foreign and Security Policy (CFSP)”.” Cyber-attacks
falling within the scope of this sanction regime are those which have a significant
impact and which originate or are carried out from outside the EU, or use infra-
structure outside the EU, or are carried out by persons or entities established or
operating outside the EU, or are carried out with the support of persons or entities
operating outside the EU. Also only attempted cyber-attacks with a potentially
significant effect are covered by this sanction regime. The EU used this tool for
the first time in July 2020 and imposed a travel ban and an asset freeze on 8 indi-
viduals and 4 entities® (not states) in China, Russia and North Korea.

Criteria to define an attack or threat thereof, as well as how to deal with low-
threshold attacks and their delimitation of legal intelligence or spying operations
as well as of the scope of “critical infrastructure” would not only be legally desir-
able but also increase the deterrence value of countermeasures to be expected in
return. The European Centre of Excellence for Countering Hybrid Threats, an
autonomous, network-based international organization open to EU and NATO
members, is tasked to support such endeavours — from soft power to military
means, and from policy to practical questions.’

Determining the nature of the attack is important: neither need all attacks
a response (proportionality test), nor does “every cyberattack need a cyber
response. Criminal attacks should be handled as other crimes are handled —with
vigorous prosecution.”!”

Linked to this issue is the question who oversees securing networks, a task
which normally falls on the owner (private companies, state, or military). How-
ever, the omnipresence of digitalisation makes a growing number of networks
part of ‘critical infrastructure’ whose securitisation and protection needs to be
assured by public entities, either specialised agencies or the military.
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The military domain and EU-NATO cooperation

In this respect, cyberspace has become the fifth domain of military operations, in
addition to land, sea, air, and space and is therefore covered by defence policy. The
2014 EU Cyber Defence Policy Framework," updated in 2018, defined six prior-
ity areas, including enhancing cyber defence capabilities of member states, pro-
tecting relevant communication channels, research and technology, training and
deepening international cooperation, as there is “a need to ensure a dialogue with
international partners, specifically NATO and other international organisations, in
order to contribute to the development of effective cyber defence capabilities.” 2

To increase the force of deterrence, the Toolbox states that “malicious cyber
activities” on one member state could result in a “joint EU diplomatic response”,
thus “reinforcing the security of the EU and its Member States”." This argument
was taken up by NATO Secretary General Stoltenberg'* — a major cyber-attack
on a NATO member could trigger Article 5.

Thus, the EU and NATO recognise that similar threats are undermining “all
levels of society in member states, threatening civil, political, economic and
military security” and “the vast increase in the number of cyberattacks and the
emergence of cyberspace as a new battlefield”.!?

In the 2023 Vilnius Summit Communiqué, NATO underlines, that its “deter-
rence and defence posture is based on an appropriate mix of nuclear, conven-
tional and missile defence capabilities, complemented by space and cyber
capabilities.”!® In relation to the four Indo-Pacific partners Korea, Japan, Aus-
tralia and New Zealand, cyber defence, technology and hybrid are singled out
as areas of cooperation “to tackle our shared security challenges ... underpinned
by our shared commitment to upholding international law and the rules-based
international order”."”

In short, cyber diplomacy aims at providing a “safe and secure cyberspace
recognising that data has become the lifeline of the new and emerging technolo-
gies. A Cyber or Electronic Pearl Harbour —a scenario of a massive, unexpected
cyber-attack on a country’s critical infrastructure, which will immediately cata-
pult two governments into a state of war”'” — must be avoided.

9918

The Indo-Pacific in the eye of the storm of attention

Recognising that their prosperity and security are interconnected, the ministers at
the Second EU Indo-Pacific Ministerial Forum in Stockholm on 13 May 2023,%
addressed and welcomed their growing engagement on a broad range of tradi-
tional and non-traditional security and defence-related issues, such as maritime
security, cyber security, counterterrorism, crisis management, hybrid threats and
transnational crime. European participants underlined that they had “stepped up
security-related activities through the EU-funded project ‘Enhancing Security
Cooperation in and with Asia’ (ESIWA),?! which covers four thematic areas:
counter-terrorism, cyber security, maritime security and crisis management. On
Foreign Information Manipulation and Interference (FIMI), the EU is engaging
with a number of partners as well as undertaking activities at regional level.”?
This builds on the first Ministerial Forum, held in February 2022 in Paris, foster-
ing cooperation in the Indo-Pacific in applying the EU’s Indo-Pacific Strategy*
and the Global Gateway** Strategy. At this occasion the discussion on cyber
security centred on the “importance of the UN normative framework for respon-
sible state behaviour, the framework of international and regional instruments on
organised crime and cybercrime including the Budapest Convention on Cyber-
crime as well as the strengthening of cyber resilience”. The EU also seized this
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opportunity “to promote its 5G toolbox and the prospects for cooperation with
the Indo-Pacific countries that it offers.” %

Technology

The need to stay ahead in terms of technology to assure the security of production
processes, supply chains and the resilience of societies became a recognised chal-
lenge. Thus, “a global race for leadership in key digital technologies or enabling
systems...is increasingly characterised by international tension and a growing
‘geopoliticisation’ of digital technologies around the globe.”* Otherwise the EU
risks to become a rule-taker and no longer influence as rule maker. A lack of
knowledge and loss of leadership in this area would present a danger to the
security of critical infrastructure and essential services.

From the point of technology, European digital sovereignty is not achievable,
and techno-nationalism will be counterproductive. The race for technological
development and dominance is particularly strong in Asia, where Taiwan, South
Korea and Japan are in the lead. While India and some ASEAN states are also
entering the race, the rest of the world is concerned. Chris Miller, an economic
historian, describes this ongoing race compellingly in his book "Chip War’.?’
South Korea thus becomes a much sought-after partner due to its technological
prowess. As technological progress constantly expands the frontiers of cyber, the
mere concept of cyber diplomacy also expands in content and scope.

The EU’s individualised cyber diplomacy — the case of South Korea

The Indo-Pacific is not only diverse politically, economically, culturally but
also when it comes to mastering cyber technology. Therefore no one-size-fits all
diplomacy can be applied: There are different groups of countries, ranging from
those in the lead with some of them ahead of the EU and those catching up while
others are clearly behind —in terms of technology but also defence e.g., vulnera-
bility. South Korea is part of those leading in terms of technology.

The 2023 bilateral EU-South Korea Summit*® confirmed the enhancing of
security cooperation in general but also in the cyber field: resumption of the bilat-
eral cyber policy consultation, meeting cyber threats, fighting cybercrime, foster-
ing cyber governance in the UN to achieve results based on confidence building
measures. False or misleading information is identified as threating democracy
requiring joint efforts as part of a value based foreign policy. As a function of
the later, “establishing relevant international rules on the use of Artificial Intel-
ligence (Al) in the military domain” is identified as an area for cooperation and
“the launch of the Responsible Al in the Military Domain Summit (REAIM),
including the ROK’s decision to host the 2" Summit” is welcomed.

Areas to enhance EU-Korea cooperation — from consultation to action
As like-minded strategic partners sharing the same values, which the Yoon Admin-
istration underlines, there is potential for enhancing cooperation between the EU
and South Korea as interests in politics, technological progress and in particular
security meet. This is also corroborated by the recent volume on “Cyber security
Policy in the EU and South Korea from Consultation to Action” edited by Gertjan
Boulet, Michael Reiterer and Ramon Pacheco Pardo.?” The following identifica-
tion of possible areas of cooperation between the EU and the Republic of Korea
draws on the findings of the Korean, European and US and Chinese authors of this
edited volume.

Reflecting the shared values approach, human-centric digitalisation, master-
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ing the ethical challenges of the emerging technologies and the ethical implemen-
tation of Al technologies are a common overarching goal which can be developed
and adapted in the high-level dialogue on the digital economy. The adequacy of
the protection of private data between the EU and the Korean governments based
on the General Data Protection Regime (GDPR) is a trust building measure and
serves as a basis for further collaborative steps.

Emerging technologies pose challenges in the technical cooperation, includ-
ing the organisation of joint research and the issue of solving intellectual property
issues. Given the importance of norms and standard setting for international
competition as well as resilience of economies, the development of compatible
certification schemes is not a technical but highly political issue. Because of the
link to resilience, joint exercises and scenario planning are necessary beyond
information sharing. This should lead to an increase of joint research projects
meeting the concerns of both partners. It also includes the need to ensure that
their various agencies involved in cyber security cooperate.

Concerning norm-building in the cyber domain it is necessary to draw on the
experience of the private sector. Stringent norms for hardware standards would
also enhance the security of networks as the 5G discussion has shown; as work
for 6G is already underway, this aspect is of particular importance and interest to
the EU and Korea for geopolitical but also commercial reasons, as the US pursues
a restrictive policy where partners and allies should have their own solutions.

Cyberspace is borderless. Therefore, conflict prevention can be compared
to a chain, the weakest point determines the strength of the chain. The EU and
South Korea share this view and have identified capacity building leading to
confidence building as an important tool for cyber conflict prevention. They have
both identified regional organisations such as the OSCE and ASEAN as partners
for capacity building, in areas where they respectively have special experience.

Cyber security is also a function of cyber defence where deterrence is impor-
tant. Attributing a cyber-attack is a technically difficult task but necessary for
implementing countermeasures, be it legally, through sanctions or in military terms
by means of counterstrike. Joining of information and technological know-how
would be a mutual asset.

The first step is to determine whether a cyber-attack has taken place, as not
all intrusions in the cyber realm are automatically illegal, with borderlines to
draw between espionage, information collection and cyber-attacks. According to
international law, countermeasures have to be proportional and need to be taken
in the same area, e.g. cyber.

A combination of intelligence gathering and intelligence-sharing with like-
minded partners, joint work to anticipate and mitigate the effects of cyber-attacks,
and measures to ensure that the population is resilient against psychological cyber
warfare (e.g. misinformation campaigns) are all necessary.*® South Korea could
share its experience with intelligence gathering and sharing, if not with the EU,
then at least with some member states. And in fact, the launch of the Five Eyes
(United States, the United Kingdom, Canada, Australia, New Zealand), and the
Five Eyes Plus (France, Japan, South Korea) framework in late 2019 focusing
on the North Korean threat scenario is an opener for the cooperation with the EU
as France is a Plus-member.

To allow for transparency, which contributes to deterrence, the EU launched
a legislative act to impose cyber sanctions on third parties in May 2019.?! Only
a year later, in July 2020 the EU imposed its first-ever cyber sanctions, targeting
individuals and entities —not states — in China, North Korea, and Russia.’> One
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of the authors of the volume, Joohee Park, comes to the conclusion that South
Korea, which does not have such a framework, could be interested to join the
EU and other actors such as the US by imposing cyber sanctions jointly. Thus, a
multilateral framework would increase effectiveness and open the door to defen-
sive actions for those who are hesitant for geopolitical reasons to act alone. The
EU could not only share experience with South Korea but entice Korea to join
such a framework. As a first step, in February 2023 the Korean government
put sanctions on North Korean entities “linked organizations for their alleged
involvement in illegal cyber activities as a means to fund the country’s nuclear
weapon and missile program. The movement is largely symbolic, as it is the first
ever unilateral sanctions against North Korea’s cyber threats.”

There is also a strong values-based element to it: in the context of the divide
between democracies and autocracies, democracies have woken up to the need to
assure the security of those parts of their critical infrastructure, which assure the
core functions of democracies, such as elections. Securing democratic processes
is in turn linked to fighting fake news and propaganda, as citizens need real and
objective information to base their political decisions on. This requires protection
against cyberattacks in enforcing standards and regulations to ensure that harm-
ful programmes do not have the desired effects, restricting malicious behaviour,
and making use of sanctions. Developing pan-EU cyber defence capabilities thus
entails the need for the EU to advance cutting-edge technologies to command the
operational capability necessary to prevent, deter, and respond to cyber-attacks.

In cooperating to develop the above-mentioned Responsible Al in the Military
Domain Summit (REAIM), the EU and South Korea could take joint initiatives.
However, an international agreement on the use of Al will take considerable
time to develop, especially with regards to the difficult situation the UN faces in
establishing the markers of responsible state behaviour, even further complicated
by the war in Ukraine. The goals to safeguard Al infrastructure could be to assure
human oversight for Al use particularly in the military field (autonomous weap-
ons systems) and to set standards as a catalyst for the international community
to follow the example.

In this context, the authors of the volume draw attention to the difficulty of
democracies in general to implement highly effective defence mechanisms against
cyber-attacks because of restraints posed by fundamental rights. Nevertheless, the
rights of citizens must be protected and therefore deterrence and response capabili-
ties to protect these rights have to be enhanced. To achieve this goal the centraliza-
tion of cyber defence command capabilities has turned out to be useful, but has
to be discussed and evaluated in the respective political and legal environment.
Furthermore, this not only an organisational matter, but has a strong human rights
element because of the need to exercise democratic control over powerful cyber
authorities, an area where South Korea and the EU can learn from each other.

Developing rules and regulations to foster not only the rule of law but also
to guarantee a free and open internet is another common, values-inspired goal.
While the UN should be at the centre of this endeavour, the organisation is
unlikely to find common ground in the foreseeable future because of the split
into two “camps” which approach the problem from very different angles: either
applying existing international law or concluding a new treaty. This reflects a
deep seated and rather ideological split on the understanding of whether keep-
ing cyberspace secure and safe means keeping it secure for transactions or safe
content-wise. The same applies to the notion of "openness: it is not clear whether
it refers to functionality or ideology.
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Thus, the EU and South Korea could take the lead in advancing cyber govern-
ance, to create momentum for a broader based regulation, where again the OSCE
and ARF could play an important role as regional steppingstones to achieve a
global solution. Clear international norms reduce ambiguity around the applica-
bility of international law and norms. As one of the authors, Mason Richey, put
it succinctly, a “lack of norms [...] incentivizes predatory behavior** leading to
a sort of cancer undermining cyber security to a degree that the elimination of
cyber threats or attacks is realistically no longer possible. Therefore, it remains
to “mitigate cyber escalation risk”.*

Concerning cybercrime, the EU and South Korea have different legislative
frameworks. However, they can engage in information sharing, consultations to
make legislation compatible with the Budapest Convention (established by the
Council of Europe and entered into force in 2004), exchanging best practices,
and developing multi-stakeholder initiatives. The widely differing views on the
Convention and its further development are also reflected by the authors of this
volume. This can be exemplified by the treatment of digital evidence regulated
in the Second Additional Protocol to the Budapest Convention (as approved by
the Committee of Ministers on 17 November 202)*. The approach chosen has
a direct bearing on e-justice and the mode of cooperation among parties. In the
volume opposing views held by Tatiana Tropina and Gibum Kim on handling
e-evidence illustrate the issue. The human-centred approach of the EU and South
Korea makes them pristine candidates to play a leading role in these endeavours.
As data is the lifeline of the nascent economy, leadership in this highly complex
and competitive area of cyber will also grant economic and societal advantages.

The EU-Korea High Level Conference on Cyber security (30 June 2023),%
following the first meeting of the Digital Partnership which had identified joint
cyber security research, cyber threat information sharing and policy exchanges,
offered a stock-taking opportunity in partnership with industry and academia.
There is a common need to move beyond ‘traditional’ malware criminality to
ward off hybrid attacks as part of geopolitical competition and conflicts. Coop-
eration of the respective Information Sharing and Analysis Centres (ISACs) is
important to improve cyber security as well as mutual capacity building. These
efforts have its anchor in the Digital Agreement but need vigorous implementa-
tion beyond words but through deeds.

Conclusions

EU cyber diplomacy is guided by a few principles, which like-minded countries
like South Korea share. Firstly, protecting critical infrastructure is in the interest
of the functioning of societies and economies. The positive element is that this
is a permanently growing denominator, as cyberspace is permanently expanding
because of technological progress.

Secondly, the role of the private sector gains greater relevance. The giant tech
companies, whether in the production of hardware (high-end semiconductors, 5G
and 6G technologies, quantum computing) or of software like the Alphabet com-
panies and the developers of Artificial Intelligence (Al), are in the driving seat of
development and research. Public actors must cooperate with them, whether in
form of public private partnerships supporting technological development or in
regulating their behaviour.

The latter aspect also plays an important role in the application of Al to the
military sector: autonomous weapons systems are those that select and apply
force to targets without human intervention.*® The United Nations is active in

Cyber security - EU and South Korea « DOI https://doi.org/10.48770/ker.2023.n05.30

REITERER

7



KOREA EUROPE REVIEW

ISSUE 5, DEC 2023

39. United Nations. Background on LAWS in
the CCWM; at https://disarmament.unoda.org/
the-convention-on-certain-conventional-weapons/
background-on-laws-in-the-ccw/ (accessed 17 May
2023).

40. Michael Zinkanell (2022). Arms Control in
the Cyber Domain: A European Approach to Miti-
gate Digital Threats. In Boulet, Reiterer, Pacheco
(eds.), Cybersecurity Policy in the EU and South
Korea from Consultation to Action. Theoretical and
Comparative Perspectives. Palgrave, 2022; p.150.

41. Henry A. Kissinger, Eric Schmidt, Daniel
Huttenlocher (2021). The Age of Al Little, Brown
and Company, New York; pp. 152-153.

42. Keynote speech at the EU-ROK High Level
Conference on Cybersecurity, June 30, 2023. Cyber
Security That Matters.

43. Mark Leonard (2021). The Age of Unpeace.
Bantam Press, 2021; p. 114.

44. Joseph S. Nye (2022). The End of Cyber-
Anarchy? How to Build a New Digital Order. For-
eign Affairs, January/February 2022.

45. Matthew P. Goodman, “Time to Align on
Digital Governance,” Commentary, Center for
Strategic & International Studies, January 24, 2020,
https://www.csis.org/analysis/time-align-digital-
governance.

this field of lethal autonomous weapons systems (LAWS) which lead in 2019 to
the adoption of 11 Guiding Principles.*

Michael Zinkanell, contributor to the edited volume, opens in this context
another venue for cyber diplomacy, namely the necessity to regulate the use of
Al in autonomous weapons systems. “In order to prevent the risks and threats of
Al, it is necessary to scrutinise the intersection of Al, cyber security and cyber
arms control mechanisms.”® Working with countries to get them on board is at
the crossroad of disarmament and cyber diplomacy.

Concerning arms control, Kissinger/Schmidt/Huttenlocher describe the task
of future cyber arms-control negotiators “to solve the paradox that discussion of
a cyber weapon’s capability may be one and the same with its forfeiture (permit-
ting the adversary to patch a vulnerability) or its proliferation (permitting the
adversary to copy the code or method of intrusion).”*!

Thirdly, and with some similarity to LAWS, the prevention of cyber criminal-
ity is another common denominator. This is a feature in the interest of technologi-
cal haves or have-nots, as they are not spared malware for ransom from enter-
prises, state actors or private persons, or child pornography, sexual harassment
or hate speech. Strengthening e-justice through judicial cooperation adapted to
the new cyber environment and the promotion to the accession to the only inter-
national agreement for fighting cyber criminality, the Budapest Convention and
its Protocols, are challenges for cyber diplomacy. This also includes the fourth
common denominator, the interest to fight fake news and propaganda as well as
interference into domestic processes.

As Commissioner Thierry Breton put in in Seoul, “Cyber security has become
a global emergency.”* Thus, cyber security and consequently cyber diplomacy
are a cross-cutting topic, where technological knowledge plays and an important
role; it also reaches deep into defence. As cyber space is borderless, it is an obvi-
ous case where only joint action can produce security. Nevertheless, the looming
danger of an ideologically split internet is real and could further enhance the bal-
kanisation of the internet, leading to more fragmentation, conflict and "“unpeace’
instead of connectivity, as Mark Leonard put it.*

Cyber security is not only a technical or technological issue but has developed
into a core political issue with strong defence implications. Increasing resilience
such capacity building to withstand attacks on various levels is the EU’s approach
as it also leads in turn to deterrence. Because of the cross-cutting nature cyber-
space and the omnipresence of semiconductors, cyber resilience increases at the
same time resilience against conventional risks linked to critical infrastructure.

Resilience should bend the overall cost-benefit calculation in favour of the
defender. As Joseph S. Nye* points out, this also depends on the relationship
of the attacker with the target creating links to potential adversaries so that any
attack they launch will likely harm their own interests, too. What he calls ‘entan-
glement,” e.g. interdependence, is a stabilising factor as opposed to asymmetric
relationships.

Like any security policy cyber security and its implementation through cyber
diplomacy is not cost-free and needs long-term political and financial cross-
cutting commitments to allow coherent policy planning and implementation to
assure the ultimate goal, and stability in the all-important cyber space.

Cyber diplomacy helps winning the battle for digital governance as, “who-
ever wins the global debate over the rules, standards, and norms that govern
data privacy and data flows, technology standards, cyber security, and critical
technologies will have a major competitive advantage in the economy 0f 2030”.4
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The EU and South Korea share the will and determination to be on the side of
the winners, they have the capacity and must bundle activities to reach this goal
in moving from consultation to action.
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